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Changelog

This changelog contains only significant or other notable changes to the document revision. Editorial or
minor changes that do not affect the context of the document are not included in the changelog.

1.0 05-MAR-2019 | Initial Release
28-AUG-2019 | Moved to new template
2.0 29-JUL-2022 | Added NOTE in Create an Environment in Postman when using OAuth 2.0.

Published revision.

3.0 30-MAY-2025 | Updated link in Prerequisites to Developers Guide.

©2025 InEight Inc. All rights reserved.
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Overview
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This document describes how to use the Postman developer tool to test and create proof-of-concept code for

InEight cloud platform APIs.

Prerequisites

e Postman — Download the applicable version for your development environment from

https://www.getpostman.com/.

¢ InEight Environment — You will need to have an existing environment for InEight that is suitable for
testing and will not interfere with live production data. Creation of this environment will provide some
of the information used for Environment Variables later in this document.

e APIM Subscription — Refer to InEight Integrations - Developers Guide for instructions to create an
account in APIM and generate an APIM Subscription Key.

Environment Variables

You can copy the following table and fill in the Value column for later reference.

Variable Name

Value

How to Obtain

Example

Tenantld

The Id for your Azure Active
Directory Tenant Subscription
that will authenticate your
Clientld

5ag46018-bd64-4747-8a43-
4c0ecZ187b68

SSOClientld

Client Id within customer Azure
AD used to verify identity.

This is in the setting
“In8.Platform.SSOClientld” in the
InEight Tenant Catalog

c5e5eb3-7¢68-4505-bca9-
7bc46e9440a6

Clientld

Client Id provided for Azure AD
when creating the InEight
environment.

This is in the ServiceClientld in
the InEight Tenant Catalog!

67a8fal3-c7c5-4a7e-8b29-
3cef970dae3a

ClientSecret

ClientSecret providedfor InEight
environment.

Thisis in the ServiceClientSecret
in the InEight Tenant Catalog.
NOTE: To request information
from the Tenant Catalog, a
request must be made via a
ticket in InEight’s Service Now.

LBYgYv404e8=

Overview
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TenantPrefix

InEight Integrations - Using Postman with InEight APIM

The URL prefix for the
environment domain For
example, if your environment
URL is https://sample-
domain.hds.ineight.com, then
the InEight InEight Tenant Prefix
is “sample-domain”.

This is the “TenantKey” in the
InEight Tenant Catalog?

sample-domain

SubscriptionKey

This is found in in your APIM
Profile.

0bf82de6384043d0b0e bd9b 1fb5 28ffd

Overview
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Getting Started

About Authentication Methods

All APl requests into InEight APIM are authenticated in two ways:

o The first layer of authentication for Integration APIs is validation that the caller has a valid Subscription
Key to APIM. This is handled by passing a subscription key as a header in the APl request, which is
described in more detail throughout this document.

e The second layer of authenticationis that the caller has a valid account, typically an email account in the
InEight application environment.

It is technically possible to use Postman in the InEight application through three general methods of
authentication as mentioned below. However, only options 2 or 3 can currently be used with Postman due to
incompatibility between OAuth2.0 and Postman.

1. Interactive/Manual User Id Entry — InEight uses Azure AD OAuth 2.0 to authenticate manually entered
credentials. Because Postmanis not currently aware of the Azure AD specifics for OAuth 2.0 at this time,
this method is not supported.

2. Service Account with Client Id/Client Secret — This document provides examples for testing APIs using
this method. The ClientID and Client-Secret are available through InEight’s professional Services.

3. Registered Application with Client Id/Client Secret — Although supported, this document does not
provide examples.

Create an Environment in Postman

The Environment is used to create variables used to set required values for headers in APl Requests. Sample
scripts are provided in the instructions for using the variables to set header values via script.

1. InPostman, click the Settings icon.

) " )

Cattinme
Settings

Test Variables b © Q

2. Changethe setting Automatically persist variable values to OFF. Persisting the values will cause them to
be stored on remote servers belonging to Postman. For testing InEight APIs, this means that sensitive
data such as client ids and client secrets could be stored in locations not managed by InEight or a
customer. Close this form after making the change.

6 Getting Started
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General Themes Shortcuts Data Add-ons Sync Certificates Proxy Update About
REQUEST HEADERS
Trim keys and values in request body (I OFF Send no-cache header & oN
S5L certificate verification () OFF Send Postman Token header & on
Always open requests in new tab ) OFF Rerain headers when clicking on links () OFF
Always ask when closing unsaved tabs & on Automatically follow redirects & on
Language detection Auta ¥ Send anonymous usage data to Postman @) ON
Request imeout in ms (0 for infinity) 0
Automatically persist variable values (@ OFF

Learn more about variable values

USER INTERFACE

Editor Font Size {px) 12

Two-pane view () OFF
Show icons with tab names @ oN
Variable autocomplete & on

3. Usethe New menu to start a new environment.

BUILDING BLOCKS

Reguest
I Collection

[m=] Envirunmen@

ADVANCED

1
|E Dacumentation i

£ Mock Server

M Maonitar

4. Name the new environment, and then enter variables in the Manage Environments form. The following
variable names should be entered:

e Tenantld

e SSOClientld

e C(Clientld

o ClientSecret

e TenantPrefix

e  SubscriptionKey
e AccessToken

e ExpiresOn

Getting Started 7
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5. Enterinitial values for the variables. Refer to the Prerequisites table above for values to use. After all the
information is entered, click the Add button.

The variables AccessToken and ExpiresOn do not need initial or current values, but all other
variables do.

MANAGE ENVIRONMENTS

Add Environment

InEight APl Test Variables|

VARIABLE INITIAL VALUE @) CURRENT VALUE @ ***  Persist All Reset All
Clientd 67a8fa13-c7c5-4a7e-8b29-3...  67a8fal3-c7c5-4a7e-8b29-3cef970dae3a
ClientSecret LEYgYva0des= LEYgYvaDde8=
TenantPrefix t01in8-sbx-184-se5 t01in8-sbx-184-sea
SubscriptionKey 0bf82de6384043d0b0ebddb...  0bf82de6384043d0b0ebddb1fb528ffd
Tenantld in8nonprod.onmicrosoft.com  in8nonprod.onmicrosoft.com
S50Clientld c5e5eb3-7c68-4505-bcal-7h...  c5e5eb3-7c68-4505-beald-Tbedbe0440a6

Add a new variable

b

@ Use variables to reuse values in different places. The current value is used while sending a request and is
never synced to Postman's servers. The initial value is aute-updated to reflect the current value. Change X

this behaviour from Settings. Learn more about variable values

Cancel Add

If using OAuth 2.0, enter [clientid value]/.default instead of only .default in the Scope field
when requesting the token.

6. Close the Manage Environments dialog box. This completes the addition of an environment that
contains repeatable variables, which can be used in any new Postman Request.

8 Getting Started
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Instructions — Using ProjectCodes_Get as Sample

1. Create a new Request in Postman

BUILDING BLOCKS
E@ Regue:
B Collection

[=] Environment

IH Documentation
2% Mock Server

- Monitor

2. Fill out all information for the new Request item. Be sure to select the Collection you created when
installing Postman to save the Request to.

SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

Learn more about creating collections

Request name

Project Suite APIM Test - ProjectCodes

Request description (Optional)

Testing APIs with InEight Suite

Descriptions support Markdown

Select a collection or folder to save to:
Q Search for a collection or folder

4 Project Suite APIM Tests + Create Folder

I} Cancel Save to Project Suite APIM Tests

3. Verify the correct method is selected for the new request. For our sample, the GET method is used.

GET 18.4 ProjectCodes GET Test L ] + AL

» 18.4 ProjectCodes GET Test

GET A htrps:ffapitest.ineight.com/integrations/v1/api/ProjectCodes

Instructions — Using ProjectCodes_Get as Sample 9
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4. Copythe URL to use for the request from APIM.

Do not copy any parameter options that might be shown at the end of the URL string
contained within square brackets [ ].

Integrations API V1.0

APl change history

ProjectCodes_Get

ProjectCodes_Get

Try it

Request

Request URL
https://apitestineight.com/integrations/v1/api/ProjectCodes[?FiscalYearMonth]

5. Paste the URL to the request in Postman. If any parameter information within square brackets was
pasted, delete it from the URL string before continuing.

Examples:
G ood GET A https://apitestineight.com/integrations/v1/api/ProjectCodes
x GET - hups://apitest.ineight._om/integrations/v1/api/ProjectCodes[?FiscalYearMonth]

6. Add required Header Keys and set the values for headers using variables. Each variable name should be
contained within two curly braces, for exapmle, {{variable}}.
e Authorization = Bearer {{AccessToken}}
o X-IN8-TENANT-PREFIX = {{TenantPrefix}}
e Content-Type = application/json — This should be selectable from a list in the Value field. This
Header is not required for Get Requests, so is not shown in the example below.
e Ocp-Apim-Subscription-Key = {{SubscriptionKey}}

Params Auth Headers (3) Body Prereq. @ Tests Cookies Code
KEY VALUE ***  BulkEdit Presets =
Authorization Bearer {{AccessToken}}
X-INB-TENANT-PREFIX {{TenantPrefix}}
Ocp-Apim-5ubscription...  {{SubscriptionKey}}

Key Value

7. Select the environment that you want to use. After selected, variables change from red text to orange.
o -

InEight API Test Variables s © ¥

No Environment .
amples(0) -

| InEight APl Test Varrab@

10 Instructions — Using ProjectCodes_Get as Sample
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8. Select the Pre-req option on the request, and then paste the sample script from Appendix A.

Params Auth Headers(3) Body Prereq.® Tests Cookies Code

=

var expiration = new Date(+(pm.environment.get('ExpiresOn’

IRRVH 1
2 war now = new Date(); -
3 wvar isExpired = now »= expiration;
4  if (isExpired)
5~
(34 pm.sendReguest({
7 url: 'https://login.microsoftonline.com/'+pm
.environment.get('TenantId’)+"/oauth2/token",
8 method: "POST',
9 header: 'Content-Type:application/x-www-form
-urlencoded",
16 - body: {
11 mode: 'raw',
12 raw: 'grant_type=client_credentials&client_id="
+pm. environment.get('ClientId"
J+'&client_secret='+pm.environment.get
('ClientSecret’ )+ '&resource="' +pm
.environment.get( SS0ClientId’)
13
14 - ¥, function {(err, response) {
15 var result = response.jsoni);
16 console.log(result);
17 var expires_on = new Date(+(result.expires_on+'@8a"
N

18 console.log(expires_on);

19 pm.environment.set('AccessToken',result.access_token
3

20 pm.environment.set('ExpiresOn’,result.expires_on

+'B86");

21 1

22}

23

9. Click the Send button to test the API. The desired result is a response with 200 OK, or if using a POST
message and you have not provided JSON content for the body, the message Payload was missing or
invalid and was not parsed indicates initial success.

To see more details about what happened when a request was sent, such as when troubleshooting an error, the
Postman Console tool can provide helpful information. The console is accessed from the View menu at the top
left.

File Edit Wiew Help

Toggle Full Screen Fi1
Ne
Zoom In Ctrl+=
Q Zoom Qut Ctrl+-
Filt]
Reset Zoom Ctrl+0
H Toggle Sidebar Ctrl+
Toggle Two-Pane View Alt+Ctrl+V
Trash
Next Tab Ctrl+Tab
- B Pr Previous Tab Ctrl+5Shift+Tab
LN
Show Postﬁan Console Alt+Ctrl+C
GET 1 Developer [
Instructions — Using ProjectCodes_Get as Sample 11
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After it opens, send the request again and details will be captured in a separate console window. The image
below shows anexample for a permission error caused by the Authorization Header containing a value of Bearer

{{Token}} instead of Bearer {{AccessToken}}.

9 Postrnan Conseole - m} hat
File Edit View Help
Q Filter Messages Clear
w GET https://apisbx.ineight.com/integrations/vi/api/DailyPlan 13:86:38.892
Pretty Raw 401
~ Request Headers: g7Es me
Authorization: "Bearer {{Token}}"
K-INB-TENANT-PREFIX: "t01ins-sbx-184-sea"
Ocp-Apim-Subscription-Key: "ebfg2des384043doboebdobifbs523Tfd"
cache-control: "no-cache"
Postman-Token: "70b34ads-2c05-48c1-b73d-8a4793513218"
User-Agent: "PostmanRuntimes7.4.8"
Accept: "®/e"
Host: "apisbx.ineight.com"
accept-encoding: "gzip, deflate"
~ Response Headers:
content-Length: "&g8"
content-Type: "application/json; charset=utf-g"
Request-Context: "appId=cid-vi:fibe6282-d244-4cac-8ded-52135414ccaf"”
Access-control-Expose-Headers: "Regquest-Context"
X-Powered-By: "ASP.NET,ARR/3.8, ASP.NET"
WeW-Authenticate: "Bearer authorization_uri="https://login.windows.net/common”, resource_id=c5ce5eb3-7c6&8-4505-bca
3-7bc4ses44oas"
Date: "Thu, 13 Dec 2018 15:58:32 GMT"
~ Response Body:
Message: "User doesn't have the Manage external API's permission"
12 Instructions — Using ProjectCodes_Get as Sample
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Appendix A: Prerequisite Script

For obtaining Bearer Token using Service Account Client Id/Secret.

The following script determines if the current token has expired, and if it has, it will get another one based on
the variables set in the Postman Environment.

var expiration = new Date(+(pm.environment.get ('ExpiresOn')|[]|"'"));
var now = new Date () ;
var isExpired = now >= expiration;
if (isExpired)
{
pm.sendRequest ({
url:
'https://login.microsoftonline.com/"'+pm.environment.get ('TenantId')+"'/oauth2/token'
4
method: 'POST',
header: 'Content-Type:application/x-www-form-urlencoded',
body: {
mode: 'raw',
raw:
'grant type=client credentialsé&client id='+pm.environment.get('ClientId')+'&client

Secret='+encodeURIEomponent(pm.environment.get(’ClientSecret'))+'&resource='+pm.en§
ironment.get ('SSOClientId'")

}
}, function (err, response) {

var result = response.json () ;

console. log(result);

if (result.expires_on)

{
var expires on = new Date(+(result.expires on+'000"));
console.log(expires on);
pm.environment.set ('AccessToken',result.access token);
pm.environment.set ('ExpiresOn',result.expires on+'000");

}
1)

Appendix A: Prerequisite Script 13



<
InEight Integrations - Using Postman with InEight APIM INEIGHT @

Appendix B: Environment Variable Mapping to APIM Headers

When creating API requests used with APIM in your own environment, use the following table to understand
how the Environment Variables used in this document map to the required message headers for APIM

messages.

X-IN8-TENANT-PREFIX

TenantPrefix

Ocp-Apim-Subscription-Key

SubscriptionKey

Content-Type

Not set as an Environment Variable.
Always set to “application/json”

Authorization

Not set as an Environment Variable.
Same as {{AccessToken}} created by Postman script provided in this document. This

needsto be obtained based on ClientID, SSOClientld, and ClientSecret for each API
request sent to APIM.

14
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